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Abstract

We investigate the effect of intentional voice nimdtions on
a state-of-the-art speaker recognition system.
investigation includes data collection, where ndrraad
changed voices are collected from subjects comgrbly
telephone. For comparison purposes, it also inslude
evaluation framework similar to that for NIST exted-data
speaker recognition. Results show that the stathesrt
system gives nearly perfect recognition performamntea
clean condition using normal voices. Using the shodd
from this condition, it falsely rejects 39% of setfs who
change their voices during testing. However, thas de
improved to 9% if a threshold from the changed-gdgsting
condition is used. We also compare machine perfocma
with human performance from a pilot listening exment.
Results show that machine performance is comparable
human performance when normal voices are used dtr b
training and testing. However, the machine outperfo
humans when changed voices are used for testingerieral,
the results show vulnerability in both humans apdaker
recognition systems to changed voices, and suggest
potential for collaboration between human analyatsd
automatic speaker recognition systems to address th
phenomenon.

1. Introduction

The performance of a speaker recognition systeaffécted
by many factors. These can be divided into two thrgeups:
variations in communication channel and variatiansa
person’s voice. The communication channel usuadly both
handset/microphone variations and environment tianis.
These factors have been extensively studied byarelsers
who have suggested several normalizing techniquesunter
their effects.

Typically, the variations in a person’s voice cae b
divided into those that are unintentional and thtse are
intentional. Unintentional variations are causedpotion or
by physical condition, such as a cold, a sore thwaaging.
Intentional variations can be further divided ihi@ types.

In the first type of intentional variation, peoptbange
their voices to sound like someone else, usuallyatsely
assume the other’s identity. This causes a typertrs, that
is, the person is attempting to be identified amesune else,
and the system accepts him/her.

Earlier research [1-6] in this area was done byré&ndnd
others [3], who used speech spectrograms in th@sl$y
recognize speakers. They observed that disguisegs/tad
different formant structures, and that imitatorsie@ their
formant structure but the imitators could not mattie
structures obtained from the imitated voices. ks and

The

Wretling [1] studied professional mimics and showéat
professionals match speaking rate and mean fundamen
frequency.

Rosenberg and Sambur [6] were the first to report
automatic verification results for variations inopée’s voices.
They found little degradation using professionalmios
compared to the nonexperts. Pellom and others [d] d
experiments where a speech synthesizer was useldattge
the voices, and they observed a significant degi@uan
performance.

The second type of intentional variation is wheeee
are trying to evade detection. This is a type brerwhere a
person tries to not sound like himself/herself #me system
rejects the identity claim. These variations cannisde by
mimicking other people and other accents, tryingséaind
like someone else or just trying to not sound bkeself. This
interesting case of intentional evasion of an aatiyspeaker
recognition system and the question of how wellestd-the-
art systems can detect this evasion is under iigadin here.

We describe a comprehensive data collection and
experimental design to test the effect of interdlomoice
changes on the ability of both humans and machines
recognize speakers. We describe a data collecticadgm in
which normal and disguised voices were collect&hanges
include pitch, duration, and their patterns, as |was
phonation type and regular segmental substitutiong
describe the experimental design and the resulte amn
automatic speaker recognition system. We also iesthe
human listening setup and results. Finally, we cam@p
automatic recognition performance with human pentorce.

2. Datacollection

The data collected was conversations between thgecs
and an experimenter. All subjects are native spsaké
American English. The same experimenter is usezltirout
the collection. Each conversation lasts about Sutesy and
subjects are encouraged to participate equally he t
conversation, resulting in approximately 2.5 misutef
speech from the subject. This is done so the iaguliata will
include common conversational phenomena, such ek- ba
channels, that would not be present in the absefican
interlocutor. In each session, two conversatiaesrecorded
with the subject’s normal voice. Then, the subjsasked to
disguise his/her voice (specifically speaking ‘styl They
were encouraged them to disguise voices in a yaoietvays,
such as mimicking an accent, changing pitch, omgimay
duration, but were not insisted on a particular rapph.
Subjects are instructed to try anything as longhag do not
block their mouths or the microphones or obstrhet path
between the mouth and the microphone. Two or more
conversations are recorded in different disguis@ices.
During the recordings, the examiner sits unseeanather



room that is separated by a one-way mirror. Tletus 10 Whisper Low pitch
shown in Figure 1, is intended to simulate teleghon 11 French Southern
conversations. 13 Whisper High pitch
Different topics are used for each recording, seteérom 14 Hawaiian Southern
the following: 15 Low pitch Valley girl
*  Movies 16 Low pitch Nasal
»  Growing up 17 Clenched teeth Kermit Murmur
> Food 18 Southern French Murmur
¢ Neighborhood 19 Low pitch Valley girl Murmur
e Holidays 20 High pitch Southern, round Southerr
e Travel 21 Whale Stutter
¢ Hobbies 22 Southern Tongue out
23 Indian Elvis
24 High pitch, High pitch,
slow nasal
25 Whisper Russian Southern
f 26 Pirate Brooklyn
. <l |- 27 Cockney German
28 Indian Hoarse
subject <l 29 High pitch Stuffy nose
v 30 Low pitch Low pitch, robof
experimenter 31 High pitch, Low pitch, | ) o\ pitch
1-way mirror nasal round
32 Israeli Clenched teeth High pitch
Subject room Experiment room 33 H|gh p|tch H|gh pitch, ||sp

Figure 1: Recording setup

We recorded conversations with 32 speakers, with an

average of four conversations per subject. Taldadws the
different variations the speakers tried with theiices. Note
that the labels are chosen to give an idea abautythes of
disguises, and are typically a name told to theegrgenter by
the speaker, explaining what kind of voice the kpeavas
going to use. These are just crude impressionswame not
produced by professional or expert mimics. Theetadhlows
that the most popular form of voice disguise byséhsubjects
is raising or lowering of pitch. A few speakers calsied
changes in vocal energy and/or phonation type higpetning
and murmuring. Also common are Southern or otheerts.
Some speakers also tried more complicated voicguidiss,
such as a valley girl accent (final pitch riseggfrent use of
“like”, “oh my god”, “you know"), “whale voice” (ekemely
exaggerated vowel lengthing with highly exaggerapédh
excursions), “Kermit  voice” (constant pharyngeal
constriction), and stutter.

Table 1: Different voices from the data collection

Speaker _ Disguised vpices _
Recording 1 Recording 2 Recording|3

1 Southern British Fargo
2 High pitch Southern
3 Low pitch British Southern
4 Low pitch Southern
5 Low pitch Whisper French
6 Low pitch Whisper
7 French British Russian
8 High pitch Slow, high pitch Low pitch
9 Southern French Whisper

3. Automatic speaker recognition experiments

3.1. Experimental conditions

We used speech from the subject’s side of the gsatien
for the experiments. As mentioned above, each sulgge
speaker) spoke for about 2.5 minutes. We used tiiece
conversation side for training and testing. Thisiigilar to
the NIST extended data speaker recognition evaluati
paradigm.

Speaker recognition can be performed in four coorst

1) training and test data from normal voice (normal-

normal)

2) training data from normal voice and test data from

disguised voice (normal-disguised)

3) training data from disguised voice and test daienfr

normal voice (disguised-normal)

4) training and test data from disguised voice

(disguised-disguised)

The first condition is the reference for evaluatiotper
results. We expect almost perfect results for ¢bisdition, as
the data is collected in a noise-free environmeiat &ithout
significant channel variation. The second conditisrof the
most interest, and represents situations wheretbelyiormal
data from speakers is available for training anelagprs are
trying to deceive the system by changing their @sicThe
third condition is of little interest, and we expeits
performance to be similar to that of the secondecdhe
fourth condition is extreme because the two voiees
changed in different ways. In the work reportedehewre
investigate the first two conditions.

The numbers of speaker models and test trials are
obtained as follows. Each conversation side frospeaker is
used to train one model, so the number of speakelets is



the same as the number of conversations. Each espewmidel

is tested against all the conversation sides, éxtep one
used to train the model. Then, the trials are améséeep an
overall (across all conditions) ratio of true speraltials to

impostor trials of 1:15. All the true speaker wiake kept, and
impostor trials are sampled uniformly from a distition of

impostor trials.

Table 2: Recognition setup

Training Test True Impostor
e e speaker :
condition | condition - trials
trials
Normal Normal 63 2421
Normal Disguised 150 2421

3.2. Speaker recognition system

The speaker recognition system is the same bassistem as
used in our NIST speaker recognition evaluationnmgasion
[7]. This system uses 13 Mel frequency cepstraffiobents
estimated by a 300- to 3300-Hz bandwidth front end
consisting of 19 Mel filters. Cepstral features acemalized
using cepstral mean subtraction and are concatbnwiti
delta, double-delta, and triple-delta coefficierfter channel
normalization, the feature transformation describeds8] is
applied to the features.

Our baseline uses 2048 Gaussian components for th
background model. This Gaussian mixture model (GM#/)
trained using gender- and handset-balanced datetrit,
carbon-button, cell-phone). We use approximately BOurs
of data from FISHER, part of the NIST 2003 extended
Speaker Recognition Evaluation (SRE) data, andNH&T
2002 cellular SRE development data [9].

Target GMMs are adapted from the background GMM
using maximum a posteriori (MAP) adaptation of theans
of the Gaussian components. Verification is pertmsing
the 5-best Gaussian components per frame selecibd w
respect to the background model scores. No score
normalization is used.

3.3. Resultsand discussion

Table 3 shows recognition results obtained with GM
speaker recognition system. Two types of resultssaown:
percent equal error rate (%EER) and the decisiost co
function (DCF). The %EER is a point on the receiver
operating characteristic (ROC) curve of false rgpec(FR)
versus false acceptance (FA) at which both ern@squally
weighted. The DCF shows the point at which a NIgTired
cost function [9] gives the lowest value. For thermal-
normal condition, the baseline system performs atmo
perfectly. This is not surprising because the eata recorded
in clean condition without any additive noise orachel
distortion. With this performance as a reference,ocan see
that when people disguise their voices, the peréoice
degrades to an EER of 7.46%.

Table 3: Performance of GMM system

Experiment condition o DCF
Training Test HEER (x10)
Normal Normal 0.05 0.0041

[ Normal [ Disguised] 746 | 0.2992]

Note that the EER on the normal-disguised conditisn
obtained using a “cheating” threshold. That idsibbtained
based on the normal-disguised trials, implying thhé

recognition system has prior information about disgd

voices. A stricter test is without this prior, nelgy what

would happen if the system did not have accesssguised

voices. To simulate this test, we take the thresHot the

EER from the normal-normal condition and applyatthe

normal-disguised condition. The results in Tablshéw that
the false rejection rate increases from 7.33% t@%9when

the system does not have any access to the didguisees.

This means that about 40% of the speakers can tfuol
system by changing their voices if the system @&@nad

without disguised voices. This error-rate can louced to a
fifth of that if system is trained with disguisediges. This
clearly shows the effect of disguised voices o giate-of-
the-art speaker recognition system.

Table 4: False rejection (FR) and false acceptance
(FA) error rates using different thresholds

Experiment Threshold from % FR % FA
Normal- Normal-Disguised 7.33 7.60
Disguised
Normal- Normal-Normal 39.3 0
Disguised

4., Human listening experiments

We compared the machine recognition performancér wit
human performance. Note that we consider the listen
experiments to be a pilot study. This is our fiaiempt to
design a listening experiment and we were abledauit only
25 listeners for this experiment. Both the resatsl the
design are likely to change in the subsequent @xpets,
based on the results from this study (as mentiégme2kction

6 later).

4.1. Experimental design

It is complicated to design a human listening expent that
is comparable to machine recognition for a varadtyeasons.
First, machines have infinite memory and they ceadl
hundreds of speakers in that memory and perforograton
across thousands of trials. Humans, on the othed,fean not
remember that many speakers at once, do not perform
recognition across many trials at once, and arigddby real-
time constraints (exposing them to two hours oaidakes at
least two hours). Further, machines can be progemta
make independent decisions from one trial to thet.ne
However, humans tend to remember voices and can use
idiosyncratic information about a speaker acrodferdint
trials.

We designed the listening experiment so thab t
utterances were played, one after the other, atehkrs had
to decide whether they were spoken by the saméfferent
speakers. The experiment was performed in four i+
sessions, with a 5-minute break after each sessioeach
session, the pairs were randomized to reduce tberence
of duplicate speakers. Although listeners were awdrat



utterances might have been spoken in normal ouiisged
voices, no probability was specified.

Another issue, making the human experiment comparab
to that of the machine, was the amount of speedte T
automatic recognition experiment was performed gisirb
minutes of speech, which is too long for the human
experiment, because human listeners might not fiepteon
to the entire conversation side and would get hofadre is a
question of how much data can be used effectively iuman
experiment so that 1) it is long enough to contageful
information and 2) it is short enough so that peapimember
the characteristics of the first utterance whely trsten to the
second one. The duration was chosen to be arowseddnds
for each of the two utterances. The listeners vesied to
decide whether the utterances were spoken by thee sa
speaker, by a different speaker, or they were nct.df a
listener selected the “not sure” option, 5 moreoses of each
utterance were played in addition to the originaegonds.
Listeners were provided more speech in 5-seconerments
until 20 seconds had been played. At that poirdy thad to
make a final decision about whether utterances wpoken
by the same or different speakers. A screenshothef
presentation tool is shown in Figure 2.

‘ [Z] Human Subject Test with Changed Voices

'Human Subjects Test: Evasive Deception

Step 1: Listen to Recording 1 and Recording2
[l Recording 1

[ Recording 2

Step 2: Make decision

 Same () Different ) Not sure

| Submit

Figure 2: Screenshot of the software tool used for
listening experiments

It is important to note that people do not needhedd
train and test data (as used in an automatic axpet).
Typically, we might need lot more data to get olus®
familiarize with a speaker, but once acquaintecheed very
little to recognize speakers. Also, we need onlsnaall
amount of test data for familiar speakers and nuat for
unfamiliar speakers. To control this effect, we shdisteners
who did not know the subjects used in the recoling

As mentioned earlier, the automatic recognition
experiment was performed using a 1:15 ratio of dargp
impostor trials. However, a ratio of 1:1 was used the
listener experiment. Listeners were made awarhisfratio at
the beginning of a session. Therefore, the worgndmu
performance should have been no worse than 50%.

4.2. Data

Original recordings were preprocessed for experim@ith
different duration conditions. From each file, wéose
contiguous segments of approximately 5 seconds. dach
cases where a single segment was not availablejsee a
collection of segments that were approximately 8osds.
The inter-segment pause lengths and the turn lerggtween
different speakers were removed.

4.3. Resultsand discussion

Human performances were evaluated using a gereralfa:

Heorredl(s) | o emundecided(s).
#decided(s)
where#decided(s) is the number of yes/no decisions made for
segment lengtls, #undecided(s) is the number of “not sure”
decisions, andfcorrect(s) is the number of correct decisions.
The idea behind this measure is that it accountslifaypes
of decisions by measuring correct judgments frors/n@
decisions and by assuming a 50% chance of corestive
“not sure” decisions. Th#decided increases as people listen
to more data and for s=20séftindecided=0. Most typically,
performance improved with longer segments but longe
segments sometimes misled people into making wrong
decisions. A total of 900 trials were chosen fag tistening
experiment. On average, people listened to abouti@s in a
session and about 90 trials in an hour. Thesestrigre
randomly chosen from the total trials without reglaent.
Performance of the automatic recognition system is
evaluated in two ways. First, Table 5 shows the ®Edt all
the trials for all the different durations. As egpes,
performance for the normal-normal condition is alsvaetter
than for the normal-disguised condition, and pentamce
improves with longer segmentsA comparison of results
between the last two columns of Table 5 shows that
performance using 20 seconds of data is still nwaztse than
that obtained with 2.5 minutes (150 seconds).

perf(s) =

Table 5: Automatic speaker recognition results for
different durations compared with original resyit50
seconds) fronTable 3

Condition YEER

5sec 10sec 15se¢ 20sqd 150sec
Normal-— | o1 o9 | 109 | 78| 62| 005
Normal
Normal- | 5y ¢ | 207 | 207| 175 7.46
Disguised

Second, the automatic performance is compared do th
performance of human listeners follows. We seletitedrials
that were presented to each listener and obtaiocecks for
those trials using the automatic speaker recognisigstem.
The equal error rate was computed for these tridiss was
averaged over the set of the trials presented tbalisteners.

Figures 3 and 4 show this performance comparisdth, w
a box plot for human performance. The box showsetow
quartile, median and upper quartile values of the
identification error. The circle shows automaticeaker
recognition performance. Results indicate thattiernormal-
normal condition, automatic performance is simitar the
lower quartile of human performance. However, fbe t
normal-disguised condition, automatic performanas lower
error human performance. Very few people in ouregixpent
achieved performance comparable to that of the mach

Y The similar performance for normal-disguised caodit
using 10 and 15 seconds is partially due to limiteda.
However, the DCF shows improvement from 0.053 @5b0.
using more data for the 20-second condition
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5. Summary

We investigated the effect of intentional changevaite on
an automatic speaker recognition system. In paaticwe
looked at intentionally disguised voices. We eneged
subjects to disguise their voices in a variety af/sy such as
mimicking an accent, changing pitch, or changingagmng
rate, but we did not ask for a particular approddie most
popularly used disguise was a change in pitch ta@decond
most popular was a southern accent. A total of BJests
were recorded, with an average of four conversatimtween
the subject and an examiner. Two of these conversatvere
recorded in the subject's normal voice and two arenin
disguised voices.

An evaluation set was created from this data witb t
conditions: 1) train and test with normal voiceda?) train
with normal voice and test with disguised voicestate-of-
the-art GMM system using cepstral features wasuetedl on

this data, and showed significant degradation ifopmance
for disguised voices. The degradation was evenev(@sout
five times) when the system does not use any irdom
about the disguised voices. This indicates vulritalof
existing speaker recognition systems to intentiomaice
disguises.

Further experiments were designed to test thetwlufi
humans to recognize unknown speakers. In a cayefull
controlled experiment, human performance was medsamd
was compared to automatic recognition performaResults
showed that machine performance is comparable ¢oage
human performance in the normal-normal conditiont is
better than average human performance in the nermal
disguised condition. Although this is a preliminamsult,
given the limited number of subjects used in thigegiment,
it suggests a potential for collaboration betweaman
analysts and automatic speaker recognition systems.

6. Futurework

We hope to expand this work with more subjects end
more controlled setup. We will ask the subject$ryoone or
more of pitch, duration, or intensity variation$ig will give
us more data for each type of variation so thatavestudy in
depth what variations really affect the speakeogedion
system and how.

In addition, more data needs to be collected witagkers
from other cultures and languages. The choice af o
modify one’s voice is likely to be highly culturaltiependent.
For example, it may not be common in some cultumes
imitate other accents or cartoon characters.

After collecting more data, it will probably proveluable
to incorporate high-level stylistic feature-basgdtems [10-
12]. These systems model pitch, energy, and duratio
patterns. Since these are the patterns the subjelitde
changing, it will be interesting to see the effetdisguised
voices on these systems.

One issue with our human listening experiment &t th
people were not allowed to listen to more datar aftaking a
decision. This eliminates the possibility that peopould
have changed their minds after listening to morta,dahich
in turn would have improved human performance.

Another issue involves familiarity with the speaker
Usually, humans use a lot of data from a speaker to
characterize that speaker’s voice, and need a smmalunt of
additional data to recognize the speaker. In téering
experiments, we required unfamiliarity to avoid
contamination of results. But it is worthwhile dgithe same
experiment with listeners familiar with the speakeand
comparing the performance across the experimeBtslil.

Another type of variation, as mentioned in the
introduction, is unintentional variation in a pen&o voice.
This can happen when someone has a cold or alsow,tor
is aging. It would be interesting to collect dattydy effects
of these variations, and compare results with ésalts from
experiments with intentional variations.

7. References

[1] A. Eriksson and P. Wretling, "How Flexible Iset
Human Voice? A case study of mimicry," presented



at European Conference Speech Technology,
Rhodes, 1997.

[2] J.Lindh, "Visual Acoustic vs. Aural Percepti&peaker
Identification in a Closed Set of Disguised Voites,
presented at FONETIK, 2005.

[3] W. Endres, W. Bambach, and G. Flosser, "Voice
Spectrograms as a Function of Age, Voice Disguise,
and Voice Imitation, The Journal of the Acoustical
Society of America, vol. 49, pp. 1842-1848, 1971.

[4] B.L.PellomandJ. H. L. Hansen, "An Experirten
Study of Speaker Verification Sensitivity to
Computer Voice-Altered Imposters," presented at
ICASSP, Phoenix, 1999.

[5] Y. Stylianou, O. Cappe, and E. Moulines, "Coantius
Probabilistic Transform for Voice Conversion,"
| EEE Transactions on Speech and Audio Processing,
vol. 6, pp. 131-141, 1998.

[6] A. E. Rosenberg and M. R. Sambur, "New Techegju
for Automatic Speaker Verification|EEE
Transactions on Acoustic, Speech and Sgnal
Processing, vol. 23, pp. 169-176, 1975.

[7]1 S. Kajarekar, L. Ferrer, E. Shriberg, K. Sonm&z
Stolcke, A. Venkataraman, and J. Zheng, "SRI's
2004 NIST Speaker Recognition Evaluation
System," presented at ICASSP, Philadelphia, 2005.

[8] D. Reynolds, "Channel Robust Speaker Verifmatvia
Feature Mapping," presented at ICASSP, Hong
Kong, China, 2003.

[9]1 NIST, "http://www.nist.gov/speech/tests/spk/index.tHtm.

[10] L. Ferrer, H. Bratt, V. R. R. Gadde, S. Kajarg E.
Shriberg, K. Sonmez, A. Stolcke, and A.
Venkataraman, "Modeling Duration Patterns for
Speaker Recognition," presented at Eurospeech,
Geneva, 2003.

[11] E. Shriberg, L. Ferrer, S. Kajarekar, A. Vetdtaman,
and A. Stolcke, "Modeling Prosodic Feature
Sequences for Speaker Recogniticdipgech
Communication, vol. 46, pp. 455-472, 2005.

[12] S. Kajarekar, L. Ferrer, K. Sonmez, J. Zhdhg,
Shriberg, and A. Stolcke, "Modeling NERFs for
Speaker Recognition," presented at Odyssey 04
Speaker and Language Recognition Workshop,
Toledo, Spain, 2004.

[13] D. Van Lancker, J. Krieman, and K. Emmoreyartfliar
voice recognition: Patterns and parameters -
Recognition of backward voicesléurnal of
Phonetics, pp. 19-38, 1985.

[14] D. Van Lancker, J. Krieman, and T. Wickensartiliar
voice recognition: Patterns and parameters: Part Il
Perceptions of rate-altered voicedgurnal of
Phonetics, vol. 13, pp. 39-52, 1985.




